IT Contingency Plan Activation and Recovery Templates

1. NOTIFICATION AND ACTIVATION PHASE

This phase addresses the initial actions taken to detect and assess damage inflicted by a disruption to {system name}. Based on the assessment of the event, the plan may be activated by the Contingency Planning Coordinator.

In an emergency, the {Organization name}’s top priority is to preserve the health and safety of its staff before proceeding to the Notification and Activation procedures. G-4

1.1 Notification

Contact information for key personnel is located in Appendix A. The notification sequence is listed below:

• The first responder is to notify the Contingency Planning Coordinator. All known information must be relayed to the Contingency Planning Coordinator.

• {Insert further notification sequences specific to the organization and the system.} Upon notification, the following procedures are to be performed by their respective teams:

1.2 Damage Assessment Procedures:

{Detailed procedures should be outlined to include activities to determine the cause of the disruption; potential for additional disruption or damage; affected physical area and status of physical infrastructure; status of IT equipment functionality and inventory, including items that will need to be replaced; and estimated time to repair services to normal operations.}

• {team name}

- Team Damage Assessment Procedures

• {Insert additional team names and procedures as necessary}

1.3 Activation

The Contingency Plan is to be activated if one or more of the following criteria are met:

1. {System name} will be unavailable for more than {XX} hours.

2. Facility is damaged and will be unavailable for more than {XX} hours.

2. RECOVERY OPERATIONS

This section provides procedures for recovering the application at the alternate site, whereas other efforts are directed to repair damage to the original system and capabilities.

The following procedures are for recovering the {system name} at the alternate site. Procedures are outlined per team required. Each procedure should be executed in the sequence it is presented to maintain efficient operations.

Recovery Goal. State the first recovery objective as determined by the Business Impact Assessment (BIA). For each team responsible for executing a function to meet this objective, state the team names and list their respective procedures.

• {team name}

- Team Recovery Procedures

• {Insert additional team names and procedures as necessary}

Recovery Goal. State the remaining recovery objectives as determined by the BIA. For each team responsible for executing a function to meet this objective, state the team names and list their respective procedures.

• {team name}

- Team Recovery Procedures

• {Insert additional team names and procedures as necessary}

3. RETURN TO NORMAL OPERATIONS

This section discusses activities necessary for restoring {system name} operations at the {Organization name}’s original or a new site. When the computer center at the original or the new site has been restored, {system name} operations at the alternate site must be transitioned back. The goal is to provide a seamless transition of operations from the alternate site to the computer center.

Original or New Site Restoration

Procedures should be outlined, per necessary team, to restore or replace the original site so that normal operations may be transferred. IT equipment and telecommunications connections should be tested.

• {team name}

- Team Resumption Procedures

• {Insert additional team names and procedures as necessary}

3.1 CONCURRENT PROCESSING

Procedures should be outlined, per necessary team, to operate the system in coordination with the system at the original or the new site. These procedures should include testing the original or new system until it is functioning properly and ensuring that the contingency system is shut down gracefully.

• {team name}

- Team Concurrent Processing Procedures

• {Insert additional team names and procedures as necessary}

3.2 PLAN DEACTIVATION

Procedures should be outlined, per necessary team, to clean the alternate site of any equipment or other materials belonging to the organization, with a focus on handling sensitive information. Materials, equipment, and backup media should be properly packaged, labeled, and shipped to the appropriate location(s). Team members should be instructed to return to the original or the new site.

• {team name}

- Team Deactivation Procedures

• {Insert additional team names and procedures as necessary}

